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1. Giéi thiéu Nén tang chia sé dir liéu phan tan — DXL

Nén tang chia s¢ dir liéu phan tan — Data Exchange Layer (DXL) la nén
tang phuc vu céac bd, nganh, dia phuong chia s¢ dir Iiéuqtheo mo hinh phan tan,
cho phép cdc co quan, don vi, t6 chtc thuc hién trao doi dir liéu mot cach truc
tiep vai nhau.

M6 hinh quén 1y, trao ddi dir liéu trén DXL duoc thé hién trong hinh sau:

CAC BO NGANH O TRUNG U'ONG

BOTTTT BO/NGANH KHAC

Central Servers

Management Services
Provider Server

Root Monitoring

CA & OCsP
TSA
(Time-Stamping Authority)

DICH V1) CHUNG THU'C &
DAU THOI GIAN BIEN TU

CAC TINH/THANH PHO TRU'C THUOC TRUNG UONG

Hinh 1: M& hinh téng quan hé thang Nén tang tich hep, chia sé dir liéu theo mo
hinh phan tan (DXL)

Cac thanh phan thudc Nén tang chia sé dit liéu phén tan:

a. Hg théng qudn Iy Nén tang tich hep, chia sé di ligu phan tan (DXL
Management): cung cap cac chue nang phuc vu quan ly chung doi vei toan bo
mang ludi két noi tich hop, chia sé dir liéu phan tan (DXL). Trong d6 bao gom:

- May chu trung tam (Central Servers): thyc hién quan Iy va phan phdi
cac thong tin chinh sach, cau hinh ctaa toan b mang Iudi DXL, bao gom:
v' Danh sach cac co quan cung cap dich vu chung thuc tin cay
(Trusted Certification Authorities — CA)
v Danh sach cac co quan cung cap dich vu cap dau thoi gian tin cay
(Trusted Time-Stamping Authorities — TSA)



v Phan phéi chinh séch, cau hinh diing chung t6i cc thanh vién tham
gia mang két noi dinh ky théng qua thanh phan Configuration Proxy, dua trén
giao thauc HTTP/HTTPS.

- May chu dich vu quan ly (Management Services Providers): cung cap
giao dién thuc hién céc tac vu quan ly thanh vién tham gia mang két néi nhu:
thém, stra, x04, phé duyét thanh vién.

- Dich vu giam sat trung tam (Root Monitoring): thu thap, tiép nhan
thong tin log giao dich trén toan bo mang két noi phan tan.

b. Hé thong qudan ly két néi tich hap, chia sé dir liéu phan tan (DXL
Node): la he théng trung gian tiép nhan yéu cau va phan hdi cac truy van dich
vu giita c&c HTTT/CSDL theo md hinh phan tan. DXL Node cung cap cac chuc
nang:

- Quan ly khoé: bao gom khoa xéc thuc va khoé ky s. Trong do:
v' Khod xac thuc: phuc vu xac thuc thanh vién cua mang két noi phan
tan DXL va thiét 1ap, ma hoa kénh trao doi dir liéu;
v Khoa ky s6: ky s6 cac géi tin trao doi giira thanh vién tham gia
mang phan tan vai cac thanh vién khac.
- Trao d0i thong tin: thuc hién tiép nhan yéu cau, phan hoi; ky so/xac
thuc goi tin yéu cau, phan hoi tie cac HTTT/CSDL.

- Giam sat: cung cap kha ning gidm sat moi truong hoat dong (CPU,
Disk Usage, Process, Packages...) va giam séat hoat dong truy van dich vy, trao
doi dir ligu.

Tai B6 Thong tin va Truyén thong, DXL Root 1a mot phan hé quan ly két
néi tich hop, chia sé dir liéu phan tan (DXL Node) duoc trién khai nhim cung
cap cac dich vu tich hop, chia s¢ dix liéu tir cac HTTT thuéc B Théng tin va
Truyén thong, ddng thoi cung cap cac dich vu phuc vu quan 1y dang ky cac DXL
Node dugc trién khai tai co quan nha nuéc, doanh nghiép, té chirc, ca nhan ( goi
tat 1a bén tham gia két ndi).

c. Dich vu ching theec va ddu thei gian dién tie: 13 hé théng cung cap
cac chtmng thu s6 phuc vu xac thuc va ky sé cling nhu cung cip dau thoi gian
dién tur gilp xac thuc cac thanh vién trong mang ludi, xac thyuc cac goi tin ky sb
trong trao doi thdng tin gitra cac node thanh vién. Trong d6 bao gom:

- Certification Authority (CA): cung cap cac chimg thu s6 phuc vu Xxéac
thuc (Authentication Certificate) va ky sé (Signing Certificate) cho cac thanh
Vvién trong mang lugi phén tan.

- Online Certificate Status Protocol (OCSP): Ia thanh phan dich vu cho
phép kiém tra trang thai caa cac ching thu sd, x4c minh tinh trang hiéu lyc cua
c4c chung thu so.



- Time-Stamping Authority (TSA): Ia thanh phan dich vu cho phép kiem
tra cac dau thoi gian trén cac goéi tin da duoc Ky s6 nham dam bao tinh toan ven
cua goi tin.

~ Céc co quan nha nudc st dung chimg thu s6, dich vu ching thuc chit ky
so chuyén dung Chinh phu do Ban Co yeu Chinh phu cung cap. Cac doanh
nghiép, t6 chirc, ca nhan su dung chung thu so, dich vu ching thuc chir ky so
cong cong do cac nha cung cap dich vy ching thuc chix ky so cong cong duoc
B6 Thong tin va Truyén théng cap phep.
2. Hwéng din cai dit may chit DXL Node
2.1. Yéu cau ha ting k¥ thuat

Ha tang phuc vu trién khai phan mém quan Iy két noi tich hop, chia s¢ dit
liéu phan tan (DXL Node) do cac bén tham gia ket noi chu dong cung cap, phu
hop va dap ung yéu cau ket noi tich hop, chia s¢ dir li¢u qua moi truong phan
tan cua moi bén tham gia két noi.

~ Khuyén nghi thuc hién trién khai cac cum méy chii phuc vu cai dat phan
mém DXL Node. Moi cum méy chu de xuat toi t[\iéu 02 may chu cai dat thgo
mO hinh phén tai, dy@ phong nham dam bao tinh san sang cua dich vu cung cap
hoac/va kha nang khai thac dich vu.

Nham dam bao dap tng phuc vu khoang 10.000 giao dich/ngay véi hi¢u
nang mdy chu 6n dinh ¢ mirc <85%, dé xuat trién khai 02 may chu véi cau hinh
tol thiéu nhu sau:

- CPU: 8 vCPU 64-bit 2.0GHz

- RAM: 16GB

- Luu trir: 1.000GB

- Mang: 1 x 100/1000 Mbps, két ni mang TSLCD (ddi véi cac co quan
nha nudc), mang Internet c6 kiém soat (doi véi cac doanh nghiép, to chuc, ca
nhan thuoc khu vuec tu).

- Hé diéu hanh: Ubuntu Server 18.04 LTS hoic 20.04 LTS, phién ban
x86-64.

May chu DXL Node thyc hién két noi mang véi NDXP theo quy dinh va
hudng dan cua Bo Thong tin va Truyén théng.

2.1. Yéu cau mé cdng (port)

STT PORT Mo Ta

Inbound Ports | Port cho két ndi vao (Ttr mang bén ngoai téi DXL
mang bén ngoai | Node)

TCP 5500 Trao d6i gai tin gitta cac DXL Node




TCP 5577 Truy van cac phan hoi OCSP gitta cac DXL Node

Cong truy cap giao dién quan tri (Mang noi bo, néu

TCP 4000 can quan tri tir xa thi can NAT ra méi truong mang
ngoai)
9 Outbound Ports Port\ _cho két nbi ra (tr DXL Node ra mang bén
mang bén ngoai | ngoai)
TCP 5500 Trao d6i gai tin gitta cac DXL Node
TCP 5577 Truy van cac phan hdi OCSP giita cac DXL Node
TCP 4001 Giao tiép voi DXL Management
TCP 80 Tai vé cau hinh cuc bd tir DXL Management
TCP 8080,443 OCSP va dich vu d4u thoi gian
3 | Inbound Ports | Port cho két ndi vao (tir mang ndi bo téi DXL

mang noi b Node)

Cong truy cap giao dién quan tri (Mang ndi bo, néu

TCP 4000 can quan tri tir xa thi can NAT ra méi truong mang
ngoai)

TCP 80,443 CAap (zlem truy cap hé thong thong tin (trong mang
ndi bo)

TCP 9011 Cong giam sat dir liéu hoat dong lang nghe trén
JMX

TCP 9999 Cong giam sat moi truong lang nghe trén JIMX

4 Outbounq.PoAr B | port cho két ndi ra (T DXL Node ra mang ndi bo)
mang noi bo

TCP 80,443 Diém truy cap cudi ciia hé théng thong tin

Trao ddi goi tin gitra DXL Node va trinh nén giam

TCP 2080 sat dir l1éu van hanh

2.2. Cai dit, cau hinh mdi trudong van hanh
2.2.1. Yéu cdau vé h¢ diéu hanh

May chu cai dat phén mém quan ly két ndi tich hop, chia sé dit liéu phan
tan (DXL Node) yéu cau cai dat hé dieu hanh Ubuntu 18.04 LTS hoac 20.04
LTS, phién ban x86-64.



Ghi chl: Khi cai dat, néu chon phdn ving 6 dia dang LVM, mdc dinh khi
phan vung root cua o cung co dung luong la 4GB; can ma réng phdn vimg 6 dia
goc root 1én mirc cao nhdt dung lwong trong cia é cwng Truong hop da dé mdc
dinh 4GB, lénh sau sé givp tang dung heong phdn ving goc 1én mirc cao nhdt:

sudo lvextend -1 100%FREE --resizefs /dev/ubuntu-vg/ubuntu-lv

2.2.2. Cdu hinh, thiét 1dp hé diéu hanh
% Cai dit cdc goi (package) cin thiét

- Thyc hién cai dit cac goi (package) can thiét bang céac 1énh sau:

# sudo apt-get update
# sudo apt-get install locales software-properties-common ntp

% Cdu hinh system locale

- Thuc hién mo file /etc/environment véi cau 1énh:

# sudo nano /etc/environment

- Thém khai bao bién locale sau vao cubi file: LC_ALL=en US.UTF-8

- Thyc hién kiém tra lai két qua bang 1énh:

sudo locale-gen en_ US.UTF-8

% Cai dgt, cdu hinh dong b thoi gian

- Thyc hién cau hinh sir dung DNS dung chung ctia DXL trong mang
TSLCD c6 dia chi: 10.21.124.22

- Thyc hién dong bo thoi gian véi may chu thoi gian tai NDXP véi cau
1énh:

# ntpdate -u 10.21.124.22

- Thyc hién kiém tra déng bo thoi gian véi cAu 1énh:

# sudo ntpg —p

2.3. Cai dit g6i phin mém DXL Node
- Tao mai repository /etc/apt/sources.list.d/dxInode.list vai ndi dung:

# deb https://apt.ngsp.gov.vn/amd64/ stable main

- Bang ky khoa ky repository vao danh sach cac khoa tin cay:

# curl https://apt.ngsp.gov.vn/amd64/trusted.gpg | sudo apt-key add -

- Cai dat g6i phan mém DXL Node bang céc cau lénh sau:

# sudo apt-get update
# sudo apt-get install postgresql
# sudo apt-get install -y xroad-securityserver
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Ghi chU:trong qud trinh cai dat, phan mém sé yéu cau nhdp thong tin tdi
khoan quan tri (tai khoan truy cdp may chu). Khuyén nghi, khong sw dung tai
khoan root.

- Kiém tra trang thai hoat dong cac goi dich vu cia DXL Node:

# sudo systemctl list-units "xroad*>"

Néu céc trang thai cia cac dich vu déu bao la start/running thi da hoan
thanh viéc cai dat.

(Viéc cai dat, cAu hinh ddi véi cac co quan, td chirc, doanh nghiép, ca
nhan bén ngoai khu vuc tu thuc hién tuong tu vo1 cac thong tin cau hinh duogc
B6 Thong tin va va Truyén thong (Cuc Tin hoc hda) cung cap).

2.4. CAu hinh DXL Node

Bén dudi 1a hudng din cau hinh DXL Node trong cho cic co quan nha
nude. Viée cai dat, cdu hinh DXL Node dbi véi cac co quan, t6 chirc, doanh
nghi€p, ca nhan bén ngoai khu vuc tu thuc hién tuong ty voi cac thong tin cu
hinh dugc B6 Thong tin va va Truyén thong (Cuc Tin hoc hoa) cung cap.

2.4.1. Khai tgo DXL Node

- Truy cap trang quéan tri DXL Node bang tai khoan quan tri thong qua dia
chi truy cap: https://<IP May chu DXL Node>:4000/

- Nhép cu hinh chung tir DXL Management béng file ciu hinh (anchor)
dinh dang XML duoc dang tai trén Cong thong tin NDXP 7(te_1i dia chi
ht,tps://nqsp.qov.vn) hodc lién hé¢ dau moi ctia Cuc Tin hoc hoa d¢ dugc cung
cap.

| | DxiNede administrator
Initial configuration

Configuration
Anchor

Import the configuration anchor provided by the Central Server's administrator. UPLOAD

- Xac nhan viéc import file cau hinh



https://ngsp.gov.vn/

Confirm configuration anchor details

Configuration anchor details

Hash (SHA-224) CB:7C:DC:09:05:FE:70:95:F2:4A:4D:EC:13:03:FB:B5:2C:45:6D:08:81.8F.64:58:91:53:28:E6
Generated 2020-12-28 10:09

Continue with import?

- Chon Continue dé tiép tuc

| DXL Node administrator €3

Initial configuration

o [ 2] o

Configuration Owner Member Token PIN
Anchor

Import the configuration anchor provided by the Central Server's administrator.

Hash (SHA-224) CB:7C:DC:09:05:FE:70:95:F2:4A:4D:EC:13:03:FB:B5:2C:45:6D:08:81:8F:64:58:91:53:28:E6

Generated 2020-12-28 10:09

CONTINUE

- Khai bdo cac thong tin dang ky cua may DXL Node. Chon “Continue”

dé tiép tuc. Céac thong so6 thong tin dang ky bao gom:

= Member class: GOV

= Member code: Nhap ding ma dinh danh don vi da dang ky chiing
thu s6 ky chuyén dung Chinh phi

= Security Code: nhdp dung ma dinh danh may chu da dang ky chung
thu s6 xac thuc chuyén dung Chinh phu

= Software token PIN: tao ma PIN c6 do phtic tao cao dé tranh bj 16
ma PIN, ghi nhé va luu vao noi an toan. Néu quén mi PIN thi s& khong co cach
nao khoi phuc khoéa xac thuc.



| DXL Node administrator €

o [ 2]

Configuration Owner Member

Anchor

Member Name @ B& Théng tin va Truyén théng

Member Class @ GOV -
Member Code @ G14.00.00.000

Security Server Code @ g14DXLNode02

PREVIOUS CONTINUE

- X4c nhan thong tin ding ky DXL Node. Chon Submit dé hoan thanh
viéc khot tao DXL Node.

2.4.2. Cdu hinh dich vu chieng theec va ddu thoi gian dién tie

- Tré,n giao dién quan tri DXL Node, chon Settings. H¢ théng hién thi
giao dién cau hinh chung.

- Tai muc Timestamping Services, chon Add.

- Trén danh sach, lya chon “May chu cap dau thoi gian 01 véi dia chi
dich vu http://tsal.ca.gov.vn ctia Ban Co yéu Chinh phu.

- Chon OK dé lvu lai lua chon.

Configuration Anchor DOWNLOAD ] I UPLOAD
Hash (SHA-224) Generated
56:29:D35:6B:95:68:CC:24:BD:C2:FE:6E:93:BB:C4:6D:B0:E6:A8:DF:39:A6:8A:57.BAE4:40:13 2020-12-09 14:01

Timestamping Services

Timestamping Service Service URL

May chi cap dau thai gian 01 http:/tsal.ca.gov.vn

Approved Certificate Authorities

Distinguished Name OCSP Response Expires
CN=RootCA chuyén diing Chinh phd G2, 0=Ban Ca y&u Chinh phu, C=VN N/A 2048-08-14
CN=CA phuc vu cho dich vu ph&n mém G2, 0=Ban Co y&u Chinh phi, C=VN Good 2048-08-14


http://tsa1.ca.gov.vn/

- Trén giao dién quan tri, chon Diagnostics dé kiém tra cac dich vu cia
DXL Node.

Global configuration

Message Previous Update Next Update

Timestamping

OCSP Responders

Status Service URL Message Previous Update Next Update

2.4.3. Tao cac tgp tin CSR yéu cdu cdp chitng thw siv dung khda mém
(Software token)

Ghi chl: Khda va chimng thu 6 diing dé xdc thuwc chi ¢é thé luu giit trén
Software token. Ve lau dai, phuong an sinh khéa va quan ly khoa va chirng thu
s0 xac thyec trén thiet bi HSM sé dwoc xem xét, nghién cuu ap dung.

- Budc 3.1: Tao tap tin CSR phuc vu yéu cau cap chimg thu xac thuc

+ Trén giao dién quan tri, chon Keys and Certificates > Sign and Auth
Keys > Token softToken > Add key

+ Trén form Key details, dit tén nhin (label). Sau d6 chon Next dé tiép
tuc.
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Add key

o 2] 2]

Key details SR deta senerate CSK

You can define a label for the newly created Key (not mandatory)

Key label Auth key

CANCEL NEXT

+ Trén form CSR , details, chon lloai key st dung 1la
“AUTHENTICATION” va thiét 1ap cac thong s6 cua CSR. Sau do, chon
“Continue” dé tiép tuc.

Add key
Key details CSR details Senerate CSK
Usage @ AUTHENTICATION -
Certification Service @ RootCA chuyén dung Chinh pha ... -
CSR Format @ DER -

CANCEL PREVIOUS CONTINUE

+ Trén form Generate CSR, chon “Generate CSR” dé tao tap tin CSR.

+ Luu tap tin CSR trén may tinh. Luu ¥: nén luu trong mot thu muc tong
hop dé chuan bi guri dau moéi cia Bo Thong tin va Truyén thong.

11



- Budc 5.2: Tao khoa va file CSR yéu cau cip chtng thu phuc vu ky b

+ Trén giao dién quan tri, chon Keys and Certificates > Sign and Auth
Keys > Token softToken > Add key

+ Trén form Key details, dit tén nhan (label). Sau d6 chon Next dé tiép
tuc.

Add key

Key details

You can define a label for the newly created Key (not mandatory)

Key label Sign key

CANCEL NEXT

+ Trén form CSR details, chon loai key str dung 1a “SIGNING” va thiét
1ap cac thong s6 cua CSR. Sau do, chon “Continue” dé ti€p tuc.
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Add key

Key details CSR details
Usage @ SIGNING -
Client @ VN:GOV:G14.00.00.000 -
Certification Service @ RootCA chuyén dung Chinh phu ... -
CSRFormat @ DER -

+ Trén form Generate CSR, chon “Generate CSR” dé tao tap tin CSR.

+ Luu tap tin CSR trén may tinh. Luu ¥: nén luu trong mot thu muc tong
hop dé chuan bi gui dau moi ctia Bo Thong tin va Truyén thong.

- Bude 3.3: Gui cac File CSR cung ban dang ky cap chung thu s t6i dau
mdi ho tro k¥ thuat cua B¢ Thong tin va Truyen thong (Cuc Tin hoc hoa) dé gui
yéu cau cp chimg thu sé cho Ban Co yéu chinh phi (Cuc Chimg thuc sb va
Bao mat thong tin).

2.4.4. Kich hoat két néi mang Iwéi DXL

- Budc 4.1: Sau khi nhan dugc chimg thu s6 do Ban Co yéu Chinh phu
cung cap, thuc hién Import chimg thu twong tmg voi khoa xac thuc va khoa ky
s0 goi tin vao may chu DXL Node.

13



+ Trén giao dién quan tri, chon Keys and Certificates > Sign and Auth

keys > Token: softToken

~ + Chon Add key va lya chon ching thu s6 do Ban Co yéu Chinh phi cap
dé import vao DXL Node.

CLIENTS

SIGN AND AUTH KEYS @

KEYS AND CERTIFICATES

API KEYS

Service

v Token: softToken-0

AUTH Key and Certificate

O Auth key
[E]  Request

SIGN Key and Certificate

Cm  Signkey

] Request

ED3B86C38051C8288F2C6531CDCOEES92B5FAESD

F2A7DESBE16E523FCODB2ECD21C614149247AF39

0CspP

QcsP

DIAGNOSTICS

SECURITY SERVER TLS KEY

LOG OUT

ADD KEY ] [ IMPORT CERT I
Expires Status
Generate CSR
Delete CSR
Expires Status

Generate CSR

Delete CSR

- Budc 4.2: Chon “Register” twong tng cac khoa xac thuc va khoa ky sb
dé dang ky tham gia mang ludi v6i may chi quan 1y trung tim DXL
Management tai B Thong tin va Truyén thong (Cuc Tin hoc héa). Sau khi Bo
Thong tin va Truyén thong (Cuc Tin hoc héa)phé duyét dang ky, DXL Node
thanh cong tham gia mang lué1 DXL.

Service Q

~ Token: softToken-0

AUTH Key and Certificate

Cm  auth

@ mém G2
7340839272741118349

SIGN Key and Certificate

Cm  sign

@ mém G2
2619591219725986071

VN:GOV:G14.27.00.000

14

OCsP

Good

0CsP

Good

LOG OUT

ADD KEY l l IMPORT CERT. l
Expires Status
® Registered
2030-12-07
Expires Status
® Registered
2030-12-07



2.5. Hwéng din cau hinh dich vu Log trén may chit DXL Node
2.5.1. Cai dat dich vu Log trén may chi# DXL Node
Buéc 1: Cau hinh dinh tuyén hé théng tiép nhan thong tin log giao dich:

- Thém cAu hinh sau vao file hosts ctia hé diéu hanh trong /etc/hosts

10.21.124.22 kafka.ngsp.gov.vn

Buwéc 2: Trién khai module giri thong tin log giao dich:

- Tao thu muc trién khai module béng lénh:

sudo mkdir -p {path/to/deploy/module} (vi du: /opt/dxlLog)

- Copy 2 tép tin “application.properties” va “serviceDxINgsp.jar” (do Cuc
Tin hoc hoéa — Bo Thong tin va Truyén thong cung cap) vao thu muc di tao &
trén

- Cap nhat cau hinh tép application.properties v4i cac tham sé ctia don vi, vi
du:

kafka.bootstrapAddress=kafka.ngsp.gov.vn:9092
kafka.topic.request=dxI|-api-request
kafka.topic.response=dx|-api-response
kafka.topic.fault=dx|-api-fault
dxl.office.name=B06 Thong Tin Truyén Thong
dxl.member.name=DXL Root

server.port=9090 //cong dich vy module
appconfig.pathdxl=/var/log/xroad //dudng dan téi thu muc log cua dxl
appconfig.crontab=0 0 1 * *? //thoi gian dinh ky thuc hién gui log

dxl.server.code=g14D XL Root01 //ma may chu DXL Node ctia don vi
dxl.endpoint=http://172.17.24.31 //dia chi endpoint dx1 cia don vi
dxl.member.code=G14.27.00.000 //ma don vi
dxl.subsystem.code=sub-01 //ma hé théng théng tin

Budéc 3 (Khuyén nghi): Cau hinh dich vu khéi dong cuing hé diéu hanh

- Cai dat supervisorctl:

sudo apt-get install supervisor
sudo service supervisor restart

- Tao file cau hinh dich vu bang lénh:
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nano /etc/supervisor/conf.d/service_log_dxl.conf

- Copy n0i dung sau vao file service log dxl.conf

[program:service log_dxl]
process_name=%(program_name)s
# environment=SERVICE_PORT=8181

command= java —Xms1024m —Xmx2048m -jar /opt/dxl/serviceDxINgsp.jar --
spring.config.location=/opt/dxl|/application.properties

autostart=true

autorestart=true

numprocs=1

redirect_stderr=true
stdout_logfile=/opt/dx|/service _log_dxl.log
stopasgroup=true

- Luu lai file cAu hinh dich vu.

- Cap nhat dich vu trén supervisor:

sudo supervisorctl reread
sudo supervisorctl update

- Kiém tra danh sach dich vu dang chay béng Iénh

sudo supervisorctl status

- Bé chay dich vu service log dxl dung 1énh

sudo supervisorctl start service log_dxl

2.5.2. Cdu hinh dich v Log trén trang quan tri DXL Node
Budc 1: Truy cép trang quan tri DXL Node:

- Truy cap vao trang quan tri DXL Node vo1 dia chi
https://[IP_DXL_NODE]:4000

- Ping nhap bang tai khoan quan tri DXL Node.

Buére 2: Cau hinh dich vu gui thong tin log
- CAu hinh dich vu rest service véi dich vu log da cai dat ¢ trén theo cac tham

7
A

SO

Url: http://localhost:9090
Service Code: dxI-monitor
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https://[IP_DXL_NODE]:4000
http://localhost:9090/

REST details

X

URL type REST API Base Path

DELETE

Edit URL http://localhost:9090
Service dx|-monitor
Code

CANCEL SAVE

Buéc 3: Cau hinh phan quyén cho phép DXL Root dugc phép truy cip

dich vu

- Tai phan phan quyén tim kiém don vi véi tén“DXL Root” .Sau d6 tich chon
phan quyén cho DXL Root nhu hinh duéi

Add Subjects

DXL Root

Member class

Subsystem code

Member name / Group description

ID / Group code

Instance -

Ma thanh vién / nhém

Subject type -

Type

DXL Root 01

VN:GOV:G14.27.00.000:5ub-01

SUBSYSTEM

CAMNCEL ADD SELECTED
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3. Huwéng dan trién khai dich vu chia sé dir liéu
3.1 Huwéng din trién khai dich vu SOAP
Cac budc trién khai dich vu:
- Budc 1: M6 ta dich vu vo1 WSDL
- Buégc 2: Xuit ban dich vy trén moi trudng mang
- Budc 3: Khai bao dich vu trén DXL Node
- Budc 4: Cap quyén truy cap dich vu
3.1.1. M0 td dich vu véi WSDL

- CAu trtc co ban tap tin mo ta dich vu vé1 WSDL:

types

messadge

portTlype
operation
input
|Dutput'

binding

service
port

- WSDL binding style/use phai la document/literal wrapped

(binding style="document”, use="literal”)

- Tuén thu cac quy tic cua document/literal wrapped:

+ Pinh nghia 1 body part trong gbi tin dau vao va 1 body part trong gbi tin
dau ra. Khong dinh nghia nhiéu part khac nhau cho mdi phuong thirc.

+ Mbi mo ta cta part phai tham chiéu dén mot phan tir dd duoc xac dinh.
Mo ta ctia phan tir ndy c6 thé import, hodc include tir phan dinh kiéu (types
section) cula tai liéu WSDL. Cac phan tir ndy duoc goi 1a phan tir dong gbi —
wrapper elements. Dinh nghia tham sé dau ra, dau vao dudi dang cac phan tir
bén trong cac wrapper element nay.

+ Tén thanh phan dong goi ddu vao phai giéng véi tén kiéu thao tac dich vu
trong WSDL

+ Tén cta phan tir dong goi c6 thé (khong bat budc) duoc dit theo quy tic
<Output Wrapper Element Name> = <Operation Name> + "Response"
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+ Céc tham s dau vao, dau ra dugc mé ta bﬁng luge d6 XML 1.1

+ Thiét ké dau ra luén c6 phan hoéi cho moi yéu cau (bao gém ca 18i ky
thuat, 16i phi k¥ thuat).

+ Mo ta tap tin dinh kém trong WSDL 14 15i thoi do khong c6 lién két giira
SOAP Envelope va Attachments. Dé xuét st dung SWAREF hoic MTOM dé
mo ta tap tin dinh kém trong WSDL.

+ Bang dudi liét ké cac phan tir co thé dua vao WSDL nham trao ddi dix
liéu can thiét v6i NDXP. Trong do6, tién t6 “xrd” duoc gin véi namespace
http://x-road.eu/xsd/xroad.xsd

Trwong Mo ta
/definitions/binding/operation/@name Ma dich vu
Phién ban dich

/definitions/binding/operation/xrd:version vu

Tér} dich vu
/definitions/portType/operation/documentation/xrd:title (hién thi cho
nguoi dung)

. : : _ M6 ta dich vu
/definitions/portType/operation/documentation/xrd:notes (cho ngusi ding)
Mo ta dich vu
/definitions/portType/operation/documentation/xrd:techNotes | (cho Iap trinh
Vién)

3.1.2. Xudt ban dich vu

Sau khi xay dung dich vu va file mo ta dich vu WSDL, don vi cung cép
dich vu chia sé dit liéu thuc hién trién khai dich vu va WSDL trén may chu dich
vu, m& cac két ndi can thiét, cho phép triéu goi dich vu va WSDL théng qua dia
chi URL.

3.1.3 Khai bao dich vu trén DXL Node

Cac budc khai bao dich vu trén DXL Node:

- Budc 1: Pang nhap hé thong DXL Node bang tai khoan quan tri.

- Budc 2: Chon Client twong ng HTTT khai bao dich vu (hodc tao mai
Client néu chua c9).
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http://x-road.eu/xsd/xroad.xsd

CLIENTS KEYS AND CERTIFICATES DIAGNOSTICS SETTINGS

dichvu-thunghiem (subsystem)

DETAILS SERVICE CLIENTS SERVICES INTERNAL SERVERS LOCAL GROUPS
Bervice Q ADD REST ] [ ADD WSDL ]
> REST (http://hitpbin.org/ip) @

- Budce 3: Trén tab “Services”, chon “ADD WSDL” va nhap duong dan file
mo ta dich vu WSDL. Chon “ADD” d¢ hoan tat thém méi dich vu.

Add WSDL

http://www.xignite.com/xCurrencies.asmx?wsd]|

)

- Budc 4: Trén danh sach dich vu, chon dich vu da thém moi, thuc hién
kich hoat dich vu théng qua toggle button.

Service Q, ADD REST ] [ ADD WSDL ]

v WSDL (http./www.xignite.com/xCurrencies.asmx?wsdl) o

Last refreshed: 2022-02-19 21:49

Service Code URL Timeout
ConvertHistoricalValue ) http://www.xignite.com/xCurrencies.asmx 60
ConvertRealTimeValue @ http://www.xignite.com/xCurrencies.asmx 60
GetAllCrossRatesForACurrency # http://www.xignite.com/xCurrencies.asmx 60
GetAverageHistoricalCrossRate & http://www_xignite.com/xCurrencies.asmx 60
GetAverageHistoricalCrossRates @ http://www.xignite.com/xCurrencies.asmx 60
GetChartDesign @ http://www.xignite.com/xCurrencies.asmx 60
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3.1.4. Cdp quyén truy cdp dich vu
Theo muc 3.3. C4u hinh quyén truy cép dich vu
3.2. Hwéng din trién khai dich vu REST

Céac budc trién khai dich vu REST:
- Budc 1: Khai bao dich vu REST trén DXL Node

- Budc 2: Céap quyén truy cap dich vu.
3.2.1. Khai bao dich vu REST trén DXL Node

- Budc 1: Pang nhap hé thong DXL Node bang tai khoan quan trj.

- Budc 2: Chon Client twong ung HTTT khai bao dich vu (hoac tao méi
Client néu chua c6).

CLIENTS KEYS AND CERTIFICATES DIAGNOSTICS SETTINGS
dichvu-thunghiem (subsystem)
DETAILS SERVICE CLIENTS SERVICES INTERMNAL SERVERS LOCAL GROUPS
Bervice Q ADD REST l l ADD WSDL l
>  REST (http/httpbin.org/ip) 9

- Budc 3: Trén tab “Services”, chon “ADD REST” va nhap thong tin dich
vu. Chon “OK” dé hoan tat thém méi dich vu.

Add REST %
URL type (® REST APIBase Path () OpenAPI 3 Description
URL http://httpbin.org/

Cod TestRestSvc|

Service Code

o)
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- Buoc 4: Trén danh sach dich vu, chon dich vu da thém moi, kich hoat
dich vu théng qua toggle button.

Service Q ADD REST l l ADD WSDL l
> WSDL (http://'www.xignite.com/xCurrencies.asmx?wsdl) -
v REST (http:/httpbin.org) 9

Last refreshed: 2022-02-19 21:54

Service Code URL Timeout

TestRestSvc =) hittp://httpbin.org 60

- Budc 5: Trén danh sach Service Code, click ma dich vu dé mé& giao dién
chi tiét dich vu.

X
TestRestSve
SERVICE PARAMETERS ENDPOINTS
Service URL @ http://httpbin.org
Timeout (s) @ 60

Verify TLS certificate @

- Budc 6: Trén tab “Endpoint” cta dich vy, chon “Add Endpoint” dé thém
endpoint cho dich vu.
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Add Endpoint

HTTP Request Method

/search?q={query)|

Paths is relative to the APl base path, e.q. '/pets’. The asterisk (*) can be used as a
wildcard

* = match one path segment.

** = match zero or more segments, e.g. '/pets/**'.

Path parameters must be replaced with an asterisk, e.g. ‘/pets/{id}/images’ ==

‘/pets/*/images’.

- Budc 7: Nhap thong tin endpoint va chon “ADD” dé hoan thanh.

3.2.2. Cdp quyén truy cdp dich v
Theo muc 3.3. C4u hinh quyén truy cap dich vu
3.3. Céu hinh quyén truy cip dich vu

Céc budc cau hinh quyén dich vu trén DXL Node:

- Bu6c 1: Bang nhap hé théng DXL Node bang tai khoan quén tri.

- Budc 2: Chon Client tuong tng HTTT da khai bao dich vu va chon tab
“Service”.

dichvu-thunghiem (subsystem)

DETAILS SERVICE CLIENTS SERVICES INTERMNAL SERVERS LOCAL GROUPS

Service Q ADD REST l l ADD WSDL l

> WSDL (http://www.xignite.com/xCurrencies.asmx?wsdl)

~  REST (http:/httpbin.org) ‘
Last refreshed: 2022-02-19 21:54

Service Code URL Timeout

TestRestSve ) hitp://httpbin.org 60

- Budc 3: Trén tab “Services”, chon dich vu can ciu hinh quyén truy cap
dich vu bang cach click ma dich vu (Service Code) tuong tng.
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TestRestSvc

SERVICE PARAMETERS ENDPOINTS
Service URL @ http://httpbin.org
Timeout (s) @ 60

Verify TLS certificate @

Access Rights REMOVE ALL l l ADD SUBJECTS l
Member name / Group description 1D / Group code Type Access Rights given
DXL Root 01 VN:GOV:G14.27.00.000:5ub-01 SUBSYSTEM  2021-10-27 14:21
NDXP Thir Nghiém VN:COM:G00.01.00.000:dichvu-thunghiem  SUBSYSTEM  2021-10-27 14:21

CLOSE

- Budc 4-1: Truong hop thuc hién cép quyén truy vén khai thac dich vu, tai
muc “Access Rights”, chon “ADD SUBJECTS” dé mo giao di¢n tim kiém va
cap quyén khai thac dich vu.
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Add Subjects %

~
Name Instance -
Member class - Member/Group code
Subsystem code Subject type -
[TE==n]
Member name / Group description ID / Group code Type
[0 Béo hiém x3 hi Viét Nam VN:GOV:G24.00.00.000:dichvubhxh ~ SUBSYSTEM
l CANCEL ADD SELECTE '

- Bué6c 4-2: Nhap thong tin tim kiém (tuy chon) va chon “SEARCH?” dé tim
kiém don vi va HTTT tuong ing can cau hinh quyén truy céap dich vu.

Add Subjects X
S -

Member name / Group description ID / Group code Type

[0 Béo hiém x3 hai viet Nam VN:GOV:G24.00.00.000:dichvubhxh ~ SUBSYSTEM

VN:GOV:G24.00.00.000:G24.18.00.0

[0 Béo hiem x& hoi Vit Nam - SUBSYSTEM
[0 B6 Cong Thuong VN:GOV:602.00.00.000:602-01 SUBSYSTEM
[0 B6 Giao théng Vén téi VN:GOV:G04.00.00.000:G04-01 SUBSYSTEM
B6 Gido duc va Dao tac VN:GOV:G03.00.00.000:G03-01 SUBSYSTEM
B0 Khoa hoc va Céng nghé VN:GOV:606.00.00.000:G06-01 SUBSYSTEM .

CANCEL ] ADD SELECTED

- Budc 4-3: Lua chon (cac) don vi va HTTT can ciu hinh cép quyén truy
cap. Chon “ADD SELECTED” dé cip quyén truy cap khai thac dich vu cho céac
don vi da lua chon.
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- Budc 5-1: Trudng hop can huy quyén truy cip khai thac dich vu, trén
danh sach quyén “Access Rights”, thuc hién lya chon “Remove” tuong tng don
vi can huy quyén.

Access Rights REMOVE ALL ] [ ADD SUBJECTS ]
Member name / Group description ID / Group code Type Access Rights given
DXL Root 01 VN:GOV:G14.27.00.000:5ub-01 SUBSYSTEM  2021-10-27 14:21
NDXP Thir Nghiém VN:COM:G00.01.00.000:dichvu-thunghiem  SUBSYSTEM  2021-10-27 14:21

CLOSE

- Budc 5-2: Lwa chon “YES” dé xac nhin xo04 quyén truy cdp khai thac
dich vu tuong tng.

Remove access rights?

Are you sure you want to remove access rights from this client?

CANCEL
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4. Hwéng din khai thac dich vu
4.1. Trinh tu ky thuét khai thac dich vu

MO HINH KET NGI KHAI THAC DICH VU QUA DXL

SERVICE CONSUMER SERVICE PROVIDER
SERVICE CONSUMER SERVICE PROVIDER
m DXL NODE DXL NODE SERVICE PROVIDER
T
: l l
REQUEST- >

X ly request

TLS handshake

Authentication Certificate chain

Kiémtra

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
Authentication Certificate chain :
I
I
I

P2P EXChange Request
I

Kiémtra
Authentication Certificate chain

Request >
X0 ly, téng hop théng tin i
Response
XU ly Response
— P2P Exchange Response

XU ly P2P Exchange Response
[«
< RESPONSE:

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Hinh 2: Md hinh kj thudt két néi khai thac dich vu qua DXL Node

Trinh ty k¥ thuat két ndi khai thac dich vu:

- Budc 1: HTTT cua don vi st dung dich vu chia sé dir li€u gui yéu cau t6i
DXL Node cua don vi stt dung dich vu chia sé dir liéu (SC-DXL Node).

- Budc 2: SC-DXL Node thue hién xir Iy g6i tin yéu cau, xac dinh don vi
cung cép dich vu chia s¢ dir liéu (SP-DXL Node).

- Bude 3: SC-DXL Node thuc hién “bat tay” véi SP-DXL Node duya trén
TLS Handshake.

- Bu6c 4: SP-DXL Node phan hoéi chudi chung thu xac thuc.

- Budc 5: SC-DXL Node thyc hién kiém tra chudi ching thu xac thuc cta
SP-DXL Node (dua trén cache OCSP Response, hoac yéu cau SP-DXL Node
guri lai OCSP Response va cache lai).

- Budc 6: SC-DXL Node thyc hién gui goi tin trao doi dir liéu yéu cau.

- Budc 7: SP-DXL Node thyc hién kiém tra chudi chimg thu xac thyc cua
SC-DXL Node.

- Budc 8: SP-DXL Node thuc hién giri géi tin yéu cau toi HTTT cua don vi
cung cép dich vu chia sé dir liéu.
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- Bu6c 9: HTTT cua don vi cung cép dich vu chia sé dir li€u thuc hién xur
Iy gbi tin yéu cau, téng hop thong tin va phan hdi.

- Bu6c 10: SP-DXL Node nhan va xt 1y géi tin phan hoi, giri téi SC-DXL.

- Budce 11: SC-DXL Node nhan va xir Iy géi tin phan hdi, giri goi tin phan
hdi cho HTTT cua bén sir dung dich vu.
4.2. Hwéng din khai thac dich vu SOAP

4.2.1. Cdu trac goi tin co ban

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:xrd="http://x-road.eu/xsd/xroad.xsd" xmins:idf="http://x-road.eu/xsd/identifiers"
xmlins:prc="[service] ">

<soapenv:Header><!—Tham chiéu cdu triic tai xroad.xsd, kiéu dit liéu tai identifiers -->
</soapenv:Header>

<soapenv:Body> <!—Tham chiéu cdu triic va kiéu dir liéu theo mé ta WSDL -->
</soapenv:Body>

</soapenv:Envelope>

- GOi tin request bao gém 2 thanh phan: header va body (chira théng tin
request).

- GOi tin response bao gém 2 thanh phan: header (gidng request header) va
body (chtra théng tin response, trong mot sé truong hop co thé chira ca thdng tin
request)

4.2.2. M0 t di ligu

- Cau trGc dir lieu va cac phan tr tai namespace: http://x-
road.eu/xsd/identifiers
- Mot s md ta dit liéu chinh:
v XRoadldentifierType: mé ta kiéu dir liéu dinh danh gdc.
<xs:complexType name="XRoadldentifierType">
<xs:sequence>
<xs:element minOccurs="0" ref="xRoadInstance"/>
<xs:element minOccurs="0" ref="memberClass"/>
<xs:element minOccurs="0" ref="memberCode"/>
<xs:element minOccurs="0" ref="subsystemCode"/>
<xs:element minOccurs="0" ref="serviceCode"/>
<xs:element minOccurs="0" ref="serviceVersion"/>
</xs:sequence>
<xs:attribute ref="objectType" use="required"/>

</xs:complexType>
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v XRoadObjectType: danh sach tén kiéu ddi twong “objectType”.
<xs:simpleType name="XRoadObjectType">

<xs:restriction base="xs:string">
<xs:enumeration value="MEMBER"/>
<xs:enumeration value="SUBSYSTEM"/>
<xs:enumeration value="SERVICE"/>
<xs:enumeration value="CENTRALSERVICE"/>

</xs:restriction>

</xs:simpleType>

v XRoadClientldentifierType: kiéu dit liéu khai bao client goi dich vu
<xs:complexType name="XRoadClientldentifierType">
<xs:complexContent>
<xs:restriction base="XRoadldentifierType">
<xs:sequence>
<xs:element ref="xRoadInstance"/>
<xs:element ref="memberClass"/>
<xs:element ref="memberCode"/>
<xs:element minOccurs="0" ref="subsystemCode"/>
</xs:sequence>
</xs:restriction>
</xs:complexContent>

</xs:complexType>

v XRoadServiceldentifierType: kiéu dir liéu khai bao dich vu X-Road
duoc goi (X-Road SERVICE)

<xs:complexType name="XRoadServiceldentifierType">
<xs:complexContent>
<xs:restriction base="XRoadldentifierType">
<xs:sequence>
<xs:element ref="xRoadInstance"/>
<xs:element ref="memberClass"/>
<xs:element ref="memberCode"/>
<xs:element minOccurs="0" ref="subsystemCode"/>
<xs:element ref="serviceCode"/>
<xs:element minOccurs="0" ref="serviceVersion"/>
</xs:sequence>
</xs:restriction>
</xs:complexContent>

</xs:complexType>
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v XRoadCentralServiceldentifierType: kiéu dit liéu khai bao dich vu
tap trung (trén Central Server) dugc goi (CENTRAL SERVICE)

<xs:complexType name="XRoadCentralServiceldentifierType">
<xs:complexContent>
<xs:restriction base="XRoadldentifierType">
<xs:sequence>
<xs:element ref="xRoadInstance"/>
<xs:element ref="serviceCode"/>
</xs:sequence>
</xs:restriction>
</xs:complexContent>

</xs:complexType>

4.2.3. Header

- Thanh phan bat budc d6i véi moi goi tin guri nhan, chira cac thanh phan
thiét yéu cho viéc thiét 1ap yéu cau va tra vé thdng tin trén NDXP.

- Cau trtic va namespace can duoc thiét lap chinh xac theo lugce do: http://x-
road.eu/xsd/xroad.xsd va http://x-road.eu/xsd/identifiers

- Cac truong thong tin:

Truong Kiéu Bit Chu thich
budc?
client XRoadClientldentifierType 1 | Xac dinh d6i tuwong thuc

hién truy van dir liéu.

service XRoadServiceldentifierType 0 Xac dinh dich vu duoc goi

centralService | XRoadCentralServiceldentifierType 0 Xac dinh dich vu trung tam
(tai CS) dugc goi.

id string 1 Ma dinh danh goi tin. Dinh
dang dé xuat 1a UUID.

protocolVersion | string 0 Phién ban giao thirc goi tin.
boi voi X-Road 6 1a phién
ban “4.0”

issue string 0 Thong tin bd sung nham thé
hién nguyén nhan cua viéc
yéu cau dich vy. Thong tin
nay co thé 1a co so dé hé
thong thong tin khach sir
dung trong viéc dap tng, xu
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1y yéu cau.

userld string 0 Ma dinh danh nguoi dung
khai thac dich vu.
requestHash string 0 Danh cho go6i tin response,

chtra Base64 encoded hash
cua goi tin SOAP request.
Truong thong tin nay dugc
dién tu dong boi DXL Node
quan ly nha cung cip dich

vu.
requestHash/ string 1 Xac dinh ham bam dugc su
@algorithmld dung d¢ tinh toan gia tri cua

truong requestHash. Danh
sach ham bam duogc liét ké
trong tai licu XML-DSIG
[DSI13].

Giai thich:

- Khi géi tin request duoc gui tur client toi DXL Node, mot (chi mét) trong
hai trudng “service” hodc “centralService” can duogc khai bao. Trong truong hop
su dung “centralService”, DXL Node sé tu dong phan giai thong tin Central
Service va dién cac thdng tin cu thé cta dich vu vao truong “service” => Tai dau
dich vu, gai tin request c6 thé chira thdng tin ca hai truong.

- GOl tin response phai copy chinh xac cac truong dir liéu header tur goi tin
request (ca thir tu va gia tri). Cac tién t6 XML namespace ciling s& dugc tham
chiéu dung voi namespace dugc xac dinh trong goi tin request.

- Truong “requestHash” duoc s dung dé tao méi lién két chat ché gitta cac
g0i tin request va response. Thong qua dé c6 thé chiing minh goi tin response 1a
duy nhat di véi goi tin request. “requestHash” duoc tinh toan dya trén viéc thuc
hién ham bam — dugc dinh nghia bdi truong “requestHash/@algorithmld”) trén
noi dung goi tin request (byte contents) — duoc xac dinh nhu sau:

+ Truong hop request khong cé file dinh kém: byte content cua goi tin
HTTP POST gtri té61 may chu DXL Node ctia don vi st dung dich vu chia sé dir
liéu.

+ Trudng hop request chura file dinh kém (multipart MIME): byte contents
ctia phan dau tién trong multipart message.

- Truong “requestHash” phai duoc sinh ty dong bédi DXL Node cua nha
cung cap dich vu khi nhan dugc géi tin phan hdi (tir nha cung cap dich vu), va
phai duoc kiém tra boi DXL Node cta cua don vi st dung dich vu chia sé dir
liéu .

31




- G6i tin request va goi tin phan hoi tir nha cung cap dich vu téi DXL Node
ctia nha cung cap dich vu khong nén chira truong théng tin “requestHash”. Néu
c6, DXL Node ctia nha cung cip dich vu phai bo qua va thay thé boi gia tri
khéc.

- WSDL dich vu khong nén mo ta truong “requestHash”.

- Thong tin “Content-Type” trén HTTP Header goi tin request/response
dugc bao luu tai DXL Node va chuyén tiép téi dich vu / client. Cac HTTP
header khac s& khong duoc bao luu hay chuyén tiép.

4.2.4. Body

Phai st dung quy udc ma hod goi tin SOAP dang Document/Literal
Wrapped. Theo do, body cua request hay response phai dugc dong goi trong 1
phan tir XML. Tén phan tir trong g6i tin request va response phai c6 mdi tuong
quan — néu phan tir trong géi tin yéu cau co tén “foo” thi phan tir trong goi tin
phan hoi phai dugc dat 1a “fooResponse”.

4.2.5. Attachments

- Phai duoc dinh dang theo goi tin multipart MIME, v6i phan dau tién 1a
yéu cau SOAP va cac phan cho céc tap tin dinh kém riéng biét.

- MIME header “Content-Transfer-Encoding” thudc yéu cau SOAP phai
duoc thiét 1ap gia tri 1a “8bit”.

- G14 tri cac MIME header duoc Iuu tai DXL Node.

- DXL Node hd trg goi tin dinh dang MTOM véi “Content-Type” thudc
SOAP part header duoc thiét 1ap gia tri “application/xop+xml”.

4.2.6. Fault Message
- DXL Node giri goi tin phan hoi su ¢6 khi ¢6 161 k¥ thuat xay ra.
- SOAP Fault Message c6 thé chtra request header.
- SOAP Fault Message co thé dugc mo ta trong WSDL dich vu.

4.2.7. Character Encoding

- Céc bén tham gia c6 thé dinh nghia character encoding thong qua header
“Content-Type”.

- G14 tri mac dinh 1a “UTF-8”.

- Vi mi hoa UTF-8, BOM (Byte Order Mark) ¢ thé dugc st dung trén
dau goi tin XML, DXL Node c6 thé bé qua BOM khi xir Iy géi tin.

4.3. Hwéng din khai thac dich vu REST
4.3.1. Pinh dang yéu cau truy xudt dich vu:

{http-request-method}/{protocol-version}/{serviceld}[/path][?query-
parameters]
Trong do:
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- {http-request-method}: 1a mot trong cac phuong thirc dugc dinh nghia tai
RFC7231. Vi du: GET, POST, PUT, DELETE.

- {protocol-version}: phién ban giao thirc két ndi dich vu REST. Gia tri: rl.

- {serviceld}: dinh danh dich vu REST cua don vi cung cap dich vyu. Cau
truc {serviceld} dugc quy dinh nhu sau:

[DXL instance]/[member class]/[member code]/[subsystem

code]/[service code]

- [path]: duong dan twong ddi t6i tai nguyén cua dich vu

- [query-parameters]: tham sé truy véan dich vu

4.3.2. Headers truy xudt dich vu:

X-Road-Client: {client}

Trong do:

- {client}: dinh danh hé thng thong tin thuoc DXL Node ctia don vi khai
thac dich vu.

4.3.3. Vi du goi dich vu REST qua DXL Node:

GET /r1/VN/GOV/G14.00.00.000/G14.27.00.000/RestSCV/v1?g=demo
Headers yéu cau:
X-Road-Client: VN/GOV/G28.00.00.000/G28.01.00.000
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